Abstract: As agent technology is expected to become a possible base platform for an electronic services framework, especially in the area of Electronic Commerce, reliable security protection is a crucial aspect, since some transactions in this area might involve confidential information, such as credit card number, bank account information or some form of digital cash, that has value and might therefore be attacked. In addition, without proper and reliable security protection, the wide spread use of agent technology in real world applications could be impeded. In this paper, evaluation of the Recorded State Mechanism (RSM) previously proposed by the authors is presented. The evaluation examines the RSM security protection and implementation overhead, in order to analyse the RSM security strength and implementation feasibility in real world application.
The Security Analysis of the Recorded State Mechanism
To assess the strength of the Recorded State Mechanism, its ability to handle well-known attacks is discussed in Table 1 .
Summary of evaluation of Recorded State Mechanism
The Recorded State Mechanism is able to detect most of the malicious host attacks that try to tamper with the agent's data and state integrity. This mechanism when combined with distributed migration pattern, can prevent collaboration attacks by two or more hosts and extraction of information by the malicious host. However attacks such as an execution host lying about input data cannot be detected or prevented by this mechanism, because the attack does not alter any state information, and so leaves no trace.
The Overhead of Implementing the Recorded State Mechanism
The experiments to measure the overhead of implementing the Recorded State Mechanism are conducted using six 400 MHz Sun Ultra Sparc 5 workstations with 128 MB of main memory. Each of the workstations is running the Solaris 8 operating system and is connected to the others using 100 Mbit/s UTP 1 cable. All of the workstations involved in this experiment were situated in the same room.
In this configuration, one workstation will be chosen among the six workstations to be the home host for the agent, and only this host has the permission to manage and dispatch the agent. The rest of the workstations are assumed to be the remote host, having only the capability to receive and dispatch the agent back to its home host.
To evaluate the security overhead for implementing the Recorded State Mechanism in an agentbased application, times are measured starting from sending of the agents to the remote hosts and ending by receiving the agents back from the remote hosts. The times, are measured using the "System.currentTimeMillis()" method in the Java language. This method produces a specific instant in time with millisecond precision [14] .
The experiments are done using four different remote host starting with one remote host, two remote hosts, three remote hosts and five remote hosts on three different types of agent: plain agent 2 , agent with cryptographic security mechanism (Crypto) and agent with these security mechanisms and the recorded state mechanism (Crypto+RSM). There are four different experiments used in examining the overhead for implementing the Recorded State Mechanism: one input and one cycle, one hundred inputs and one cycle, one input and one thousand cycles, and one hundred inputs and one thousand cycles. The input is
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T Based on the observation on the results gained through the experiments done, it can be seen that the standard error and the standard deviation of the security overhead are similar regarding the number of remote host but different between agents. Agents with security mechanism give larger standard error since the agents have to execute many tasks such as generate the cryptography key, generate digital signature, verify digital signature and execute encryption and decryption.
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From the results given in Table 2 and illustrated in Figure 1 , it can be seen that the mean of the security overhead is almost the same for agents with security mechanism and agents with security mechanism plus RSM, where the security overhead for the agent with security mechanism plus RSM is just 7.82 % higher than the overhead for the agent with security mechanism. However, both agent's security overheads are higher by up to 1792.86 % than the overhead for the plain agent.
From Table 3 and Figure 2 , the security overhead for the plain agent is almost the same as with one input given in Table 2 and Figure 1 , but the security overhead for the agents with security mechanism is increased by up to 60.52 % along the security overhead with one input.
Results in Table 4, Table 5 , Figure 3 and Figure 4 show that the security overhead for all the agents is similar to the security overhead of the agents with the same number of input but different number of cycle given in Table 2, Table 3 , Figure 1 and Figure 2 respectively. Therefore, it is worth noting that number of cycles does not affect the security overhead of the agents. 
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Summary of experimental results
It can be seen from the results shown in Tables 2 to 5 and illustrated in Figures 1 to 4 that the implementation of the Recorded State Mechanism does increase the overhead by only up to an acceptable 7.82 % when compared to the agent with security mechanism but 2830.96 % when compared to the plain agent. However, the low overhead of the plain agent is not important since the plain agent does not have any security protection. 
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Discussion
Integrity protection is one of the main requirements for protecting agents against a malicious host attacks. The requirement was successfully fulfilled 3 by the Recorded State Mechanism, which is able to detect most of the malicious host attacks that try to tamper with the agent's data and state integrity.
The analysis on security strength and implementation feasibility of the Recorded State Mechanism in real world applications has been conducted. The security strength of the Recorded State Mechanism has 66 Kamalrulnizam Abu Bakar, B. S. Doherty been analysed by evaluating the mechanism against well-known attack scenarios, and from the results, it can be seen that the mechanism is capable to prevent or detect some of the attacks and made other attacks more difficult. The implementation feasibility is measured by examining the overhead imposed by the mechanism in protecting agents integrity against malicious host attacks. The result shows that the RSM imposed an acceptable overhead.
Conclusion
This paper presented the evaluation of the Recorded State Mechanism for protecting the integrity of the agents against the malicious host attacks. The evaluation produced significant results on the strength of the Recorded State Mechanism, where it is able to prevent or detect some attacks and made other attacks more difficult with an acceptable overhead. In conclusion, the mechanism offered significant advances in protection of agents against malicious host attacks and is therefore suitable for use in real world applications. In addition to supervising a number of Doctoral students, he has developed computer-based administration and teaching software, written a number of papers and presented papers at international conferences.
